PAYMENT CARD RULES 

1. The Payment Card Rules (hereinafter referred to as the Rules) are an integral part of the General Terms and Conditions of Retail Banking at Bereke Bank JSC (the General Terms and Conditions). In the Rules, a Payment Card (or a Card) means any/each individual payment card issued by Bereke Bank JSC (the Bank). 
2. The Cardholder is obliged to comply with the terms and requirements set out in the Rules. 
3. The use of the Payment Card is regulated by the legislation of the Republic of Kazakhstan, the General Terms and Conditions, the rules of the Systems, and the Rules.
4. The Rules use the concepts defined in the General Terms and Conditions, as well as the following concepts: 
CVV2/CVC2 code – a three-digit code for additional authentication of the Payment Card when transactions are conducted without the Payment Card being presented / card details are entered manually. The code is printed on the back of the Payment Card on the signature strip. The CVV2/CVC2 code of the Payment Card issued in electronic form is sent by the Bank to the Cardholder as an SMS message and/or Push notification. 
3D Secure/SecureCode – a secret password used to identify the Cardholder when transactions are conducted on the Internet. The password is dynamic, generated by the Bank and sent to the Cardholder as an SMS message and/or Push notification for each transaction on the Internet. 
Authorization – permission from the Bank to conduct a transaction using the Payment Card.
PIN code – A 4-digit personal identification number (secret code) used to identify the Cardholder when they conduct transactions in automated mode.
Acquirer – the bank that owns the ATM or POS terminal where the Payment Card is serviced. 
5. The Payment Card may not be transferred to third parties for use or as pledge. The Payment Card presented at service points by an unauthorized person is subject to confiscation.
6. On the back of the Payment Card, there is a magnetic stripe with information encoded on it. The Card must not be exposed to adverse factors, including electromagnetic fields (proximity to displays, magnetized items, or items containing magnets, such as keys, magnetic closures on bags), mechanical damage (scratches, contamination, overheating, e.g., from sunlight), etc. These can damage the recording on the magnetic stripe and make it impossible to conduct transactions using the Payment Card in automated mode.
7. In order to maintain the functionality of the Payment Card, it should be stored and used in such a way as to prevent exposure to adverse factors and damage.
8. The PIN code is set by the Cardholder on their own via e-PIN (one-time PIN code). To obtain an e-PIN, the Cardholder sends an SMS message from their mobile phone number to the short number “969” and/or the letter identifier “Bereke Bank” with the text “EPIN xxxx” (where xxxx are the last 4 (four) digits of the Payment Card number, the word “EPIN” is in capital letters and strictly in Latin). The e-PIN is valid for 15 minutes, during which the Cardholder should insert the Payment Card into the ATM, select the “Change PIN code” option and follow the Bank’s instructions. After the specified time has elapsed, a repeated SMS message should be sent to receive a new e-PIN. There is no fee for setting up a PIN code. The Bank shall not be liable for the disclosure by the Cardholder of the PIN code, which is unknown to Bank employees and must be kept secret by the Cardholder at all times while using the Card. Thereafter, the PIN code can be changed through the Bank’s ATM/Contact Center or in the Mobile Application. 
9. There are certain rules be followed to ensure the secrecy of the PIN code:
• if the PIN code is written down anywhere by the Cardholder, the Payment Card and the writing should be kept separately;
• no one should be allowed to see the PIN code combination entered on the keyboard of an electronic device.
10. When entering the PIN code, the numbers on the displays of electronic devices are not specifically displayed, but are replaced by conventional symbols. It is important not to make mistakes when entering the PIN code. If the PIN code is entered incorrectly more than three times in a row (with any time interval, when one or different electronic devices are used), the Payment Card is blocked (and may be detained/confiscated at the service point until the circumstances are clarified).
The Card can be unblocked on the basis of the Cardholder’s application to the Bank branch. 
11. All Payment Card service points are equipped with signs displaying System logos to inform Cardholders of the availability of Payment Card services at that location.
12. To conduct transactions, the Cardholder presents the Payment Card to the cashier at the service point (of a business or bank), or performs operations with the ATM in self-service mode, or enters the Payment Card details on their own on the payment page when conducting transactions on the Internet. If it is necessary to indicate the details of the money recipient, the correctness of such details is ensured by the Cardholder. It is the Cardholder that is responsible for the correctness of the recipient’s details.
13. In automated mode, the cashier places the Payment Card into the POS terminal reader. Upon Authorization, the terminal/cash register prints out a receipt in two copies confirming the transaction (one for the Cardholder, the other for the service point). A receipt may be issued in electronic form by sending it to an email address and/or to a mobile device. 
14. At service points equipped with terminals that support contactless payments, transactions can be conducted by the Cardholder by holding the Payment Card with contactless payment/NFC Card near the terminal. For transactions conducted using the contactless payment feature, a receipt is issued to the Cardholder upon request. 
The conditions for using the NFC Card are specified in the appendix to the Rules.
15. When transactions are conducted on the Internet, 3D-Secure/SecureCode is entered at the request of a business and/or acquirer. If 3D-Secure/SecureCode is entered incorrectly more than three times, the Payment Card is blocked. The counter is reset automatically by the Bank once a day, or in a shorter period of time based on the Cardholder’s application. 
16. The Cardholder is advised not to lose sight of the Card, and also to check that the transaction amount indicated on the receipt matches that indicated on the sales receipt of the cash register (except in cases where the cash register prints out a single receipt).
17. The cashier has the right to request an identity document from the Cardholder. In the absence of a document, the cashier has the right to refuse to conduct the transaction.
18. In cases stipulated by agreements and/or documents of the Bank, the Cardholder is obliged to provide the Bank with the requested documents (document confirming the origin (legality) of the money, etc.) for the transaction conducted. 
19. Cash withdrawals using a Payment Card are made at cash dispensing points or through ATMs. The System participant, at whose service point cash is issued, has the right to charge the Cardholder an additional fee (not related to the Bank’s tariffs) for issuing cash. The Bank is not responsible for collecting this type of fee.
20. As a rule, cash is dispensed using the Payment Card in the currency of the host country. In some countries, the frequency and maximum amount of cash withdrawals from the Card may be limited by local legislation.
21. Using an ATM, the Cardholder can withdraw cash in self-service mode. The Cardholder must enter the PIN code after the corresponding request appears on the ATM display.
22. An operation for a valid Payment Card may be rejected if the correct PIN code is entered for the following reasons:
• the requested amount cannot be withdrawn using banknotes available in the ATM. An amount that is a multiple of the minimum banknote denomination specified in the instructions for the given ATM should be requested;
• the requested amount exceeds cash withdrawal limits. It is necessary to contact the Bank and/or acquirer and clarify the reason for the refusal;
• the requested amount exceeds the one-time withdrawal limit determined by the technical capabilities of the ATM. It is necessary to divide the requested amount into parts and repeat the operation several times;
• the requested amount exceeds the balance of money on the Card Account. It is necessary to reduce the requested amount, taking into account the Bank and/or acquirer fees. Information about the balance is provided in Remote Access Systems or when a balance is requested.
23. When using an ATM, it should be noted that if the returned Payment Card or dispensed banknotes are not removed from the dispensing unit by the Cardholder (the time period within which the Cardholder must remove the Payment Card and banknotes is determined by the acquirer), the security system will activate. To protect the money, the Payment Card and/or banknotes will be retracted into the ATM and held in a special compartment. The Payment Card should be returned to its Holder in the manner established by the acquirer and/or the Bank.
24. The reason for detention of the Payment Card or cash in an ATM is determined by the Bank after a written request from the Cardholder to the Bank.
25. When depositing money into the Card Account via an ATM/terminal, it is recommended to avoid using banknotes that have significant damage (crumpled, torn, heavily worn, dirty, out of shape, discolored, etc.) as well as new banknotes that have not been used and may stick together due to static electricity.
26. According to the rules of the Systems, a business does not have the right to overstate the cost of goods and services when accepting a Payment Card for payment in comparison with cash. The cardholder must notify the Bank of such cases.
27. The cardholder has the right to return goods paid for with the Payment Card or refuse a service pre-paid with the Payment Card, for example, to return a purchased airline ticket. A transaction is cancelled and money is refunded in accordance with the rules of the Systems in the manner established by the agreements.
28. The period of blocking funds for the Authorization amount is established by the Bank in accordance with the internal documents and rules of the Systems.
29. In case of loss, theft or damage of the Payment Card, the Cardholder is obliged to immediately notify the Bank. The Payment Card can be blocked by the Cardholder on their own in the Remote Access System. 
30. Blocking of the Payment Card comes into effect from the moment the Cardholder’s request is registered in the Bank’s software. 
31. The Cardholder bears responsibility for transactions conducted before the blocking came into effect, and is released from it from the moment the blocking comes into effect. The Payment Card is considered to be in the possession and use of the Cardholder in the absence of a duly registered request to block the Payment Card. Transactions made on the Card Account prior to the registration of the specified request are considered to have been made by the Cardholder.
32. A request to block a Payment Card is considered to be made by the Cardholder if such request is sent to the Bank and registered by the Bank. No claims for the consequences of blocking the Payment Card are accepted by the Bank.
33. [bookmark: _GoBack]The Payment Card can be unblocked based on the Cardholder’s application (by the Cardholder on their own in the Remote Access System or through the Contact Center), if its further use is possible. If the Payment Card was blocked due to theft or loss, it is impossible to unblock the Payment Card. 
34. A new Payment Card with a new number and PIN code is issued by the Bank based on the corresponding application of the Cardholder.
35. If a Payment Card previously reported as lost is found, the Cardholder must immediately return the Payment Card to the Bank.
36. The Bank reserves the right to determine the extent of liability of the Cardholder in the event of negligence committed by them in storing the Payment Card or failure to maintain the secrecy of the PIN code even after the Payment Card is blocked, as well as if intentional illegal actions of the Cardholder are established.
37. The Payment Card is withheld/seized by an ATM, a cashier at a service point or a Bank employee. When the Payment Card is withheld/confiscated (except in cases it is withheld/confiscated by an ATM), a corresponding report is drawn up.
38. The retained/seized Payment Card is returned directly to the Cardholder after the Bank has made a corresponding decision on the Cardholder’s application.
39. In case of refusal to use the Card, the Cardholder is obliged to contact the Bank with a corresponding written application and surrender the Payment Card. In this case, the Bank’s fees for issuing/reissuing and servicing the Card are not refunded.
40. The Bank has the right to block the Payment Card on the grounds provided for by the legislation of the Republic of Kazakhstan and/or the General Terms and Conditions.
41. The Cardholder is advised to retain receipts for 180 calendar days to resolve any potential disputes.
42. For all disputes, the Cardholder shall contact the Bank within the time limits established by the General Terms and Conditions. Unfounded claims are punished by the Systems with fines that may exceed the amount of the disputed transaction. The amount of the fine and unfounded claim is debited from the Card Account in the manner established by the General Terms and Conditions.





Appendix No. 1 to 
the Payment Card Rules

Terms of Use of NFC Card (Token) 

0. Payment card tokenization: 
· is carried out by the Cardholder on their own using their device and the Mobile Payment Service;
· is possible only for valid Payment Cards issued by the Bank with the SMS banking service enabled;
· is carried out without the Bank charging any additional fees;
· does not entail changes in the terms of use and service of the Payment Card. 
1. 
1. 
1. 
1. 
0. A token generated on one device cannot be used on another device. Each Payment Card and each device requires separate tokenization.
0. An NFC Card can be used to conduct Transactions at service points equipped with terminals with contactless payment functions, as well as on the Internet. At service points equipped with terminals supporting contactless payments, the Cardholder must select the appropriate NFC Card in the Payment Mobile Service and hold the device near the terminal (Transactions are conducted on the principle of contactless payments using a Payment Card). Transactions can be conducted on the  Internet using NFC Cards if the service point accepts payment in this way; no manual entry of the Payment Card details is required. 
0. Conducting Transactions using an NFC Card is equivalent to conducting Transactions using a Payment Card or its details. 
0. Security of using NFC Card is provided by the Cardholder on their own. The cardholder is advised to: 
· not tokenize Payment Cards on devices owned by third parties; 
· not transfer the device for use by third parties; 
· remove the NFC Card from the device if its use has been discontinued, including temporarily; 
· in case of loss or theft of the device, as well as in case of unauthorized access to the device or NFC Card, immediately notify the Bank that the NFC Card and/or Payment card should be blocked. 
0. The NFC Card is blocked or removed from the Mobile Payment Service by the Cardholder on their own. Blocking of the NFC Card is not a basis for blocking the Payment Card for which the token was generated.
0. In case of the Payment Card is blocked, the NFC Card is also blocked. In case the Payment Card is cancelled, the NFC Card is also cancelled. 
0. Responsibility for all Transactions conducted using the NFC Card, prior to blocking of the NFC Card and/or Payment Card comes into effect, shall be borne in full by the Cardholder. 
0. The Cardholder agrees that the Bank is not responsible for the functioning of the Mobile Payment Service and the inability to conduct transactions using the NFC Card. The operation of the NFC Card may be interrupted or limited due to circumstances beyond the Bank’s control, such as unavailability of the Mobile Payment Service, the mobile operator’s network or the Internet, actions of the System or another third party.
0. Actions taken by the Cardholder to tokenize the Payment Card mean that the Cardholder has read and agrees to the terms and conditions of using the NFC Card (Token). 
0. Persons involved in the provision of the Mobile Payment Service have their own rules, terms of service, fees and privacy policies, the content of which is not determined by the Bank. The Cardholder should read them on their own. The Cardholder confirms that they are informed about the possibility of processing their personal data by the specified persons in accordance with their terms, conditions, rules, and policies. 

